UY BAN NHAN DAN CONG HOA XA HOI CHU NGHIA VIET NAM
HUYEN BA TO Doc 1ap - Tw do - Hanh phic

S6: 694 /UBND Ba To, ngay /70 thang 4 nam 2025
VIV tang cuong cong tac bao dam

an toan thong tin, an ninh mang
trong thoi gian nghi L¢ 30/4-01/5

Kinh guri:
- Thu trudng cac co quan, ban nganh huyén;
- Chu tich UBND cac x4, thi tran.

Theo d& nghi cua Cong an tinh Quang Ngii tai Cong vin s6 1868/CAT-
ANM ngay 04/4/2025 vé viéc ting cudng cong tic bao dam an toan thong tin, an
ninh mang trong thdi gian nghi Gid T6 Hung vwong, L& 30/4-01/5; Chu tich
UBND huyén yéu cau Thi trudng cic co quan, ban nganh huyén, Chu tich UBND
cac x4, thi trin trién khai mét sb noi dung sau:

1. Tang cuong trién khai cac hoat dong dam bao an toan thong tin, an ninh
mang

- Ra soat cac hé thong thong tin, bao dam cac hé thong thong tin duogce trién
khai ddy du cac bién phap bao vé theo cap d6 an toan thong tin, cac chinh sach an
ninh d6i voi hé théng tudong lira, hé théng phat hién xam nhéap, hé thong phong
chéng ma doc; cap nhat hé diéu hanh mdy chu, ung dung, dich vu va cac hé théng
cong ngh¢ thong tin khac.

- Phan cong lyc luong tai chd trién khai tryc giam sat 24/7; chi dong theo
doi thuong xuyén, lién tuc cac hé thong giam sat an toan thong tin tap trung, hé
théng phong, chong ma doc tap trung dam bao xur 1y, khic phuc kip thoi tan cong
mang, canh bao ma doc dugc xac minh.

- Chu ddng thuc hién kiém tra, phat hién va khic phuc 16 hong bao mat; san
lung mbi nguy hai va boc g& phﬁn mém ddc hai cho toan bod may chu, may tram
trong h¢ théng thong tin; ra soat, cap nhat déy du cac ban va 16 héng bao mat cho
hé théng thong tin.

- Ra soat, kiém tra va boc g& cac phan mém ddc hai cho toan bd mdy chu
may tram trong hé thdng mang; trong do, cAn uu tién cic hé thong tin c6 dia chi IP
nam trong danh sach IP mang Botnet dugc cac don vi chirc nang canh bao.

- Su dung va khai thac hiéu qua Nén tang Diéu phdi xir 1y sy ¢b an toan
thong tin mang quoc gia (IRLab).

- T6 chirc tuyen truyen nang cao nhén thirc co ban ky nang vé an toan thong
tin mang, canh giac vé thong tin xau doc, tin gia va thong tin lra ddo trén khong
gian mang cho cén b, cong chuc, vién chuc va nguoi lao dong thudc don vi, dia
phuong.

2. Chi dao, quan tri¢t cong chtrc, vién chuc, nguoi lao dong thuong xuyén
thay d61 mat khau tai khoan thu dién tir cong vy, ddm bao mat khau du manh (dam
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bao mdt khdu cé it nhat 8 ky tw va bao go”‘m: chit hoa, chit thuong, ky tw dac biét
va chir s6), khong luu gitr mat khau trén trinh duyét Internet; tuyét déi khong st
dung thu cong vu cta tinh dé diang ky vao cac mang xa hoi, dién dan va cac trang
thong tin cong cong khac.

3. Khi xay ra su ¢d vé an toan thong tin, an ninh mang cac co quan, don vi,
dia phuong can phai bdo ngay vé Cong an tinh dé€ ho trg, phoi hop xir 1y.

* Trong trudong hop can ho trg xur 1y, ing ctru va khac phuc su c6 dé nghi
lién hé cac dau moi ki thuat sau:

- Trung tdm An ninh mang qudc gia - Cuc An ninh mang va phong, chong
t01 pham su dung cong nghé¢ cao, B6 Cong an

- Trung tdm Ung ciru khan cdp khong gian mang Viét Nam (VNCERT),
dién thoai 0590.505.999, thu dién tr: vncert@nca.gov.vn.

- Cong an tinh Quang Ngai:

Dépg chi Thugng t4 VO Van Hoan - Pho Truéng Phong An ninh mang va
phong chong t01 pham st dung cong nghé cao; Dién thoai: 0980.331.268.

, Pong chi Pai iy Pham Nhat Tri - Can bd, Phong An ninh mang va phong
chong t01 pham st dung cong ngh¢ cao; Dién thoai: 0966.833.937.

Dépg chi Thuong uy Hoang Gia Bdo - Can bd, Phong An ninh mang va
phong chong t61 pham str dung cong nghé cao; Pién thoai: 0964.634.357.

Yéu cau Thu trudng cac co quan, ban nganh huyén; Chu tich UBND céc
x4, thi tran trién khai thyc hién nghiém tic./.

Noi nhan:

- Nhu trén;

- CT, PCT UBND huyén;

- VP HDND va UBND huyén;
- Luu: VT, VP (Loan).

am Giang Nam
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